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SPRECON-NDM: Critical Vulnerabilities in PHP 

1. Summary 
The core system of SPRECON-NDM is not affected: the core architecture and the web GUI of 

Checkmk are based on Python/C++ and do not use PHP. The affected component is NagVis, the 

add-on Checkmk uses for network maps: it is PHP-based and accesses the PHP packages of the 

host operating system. NagVis does not listen on a separate port but is reachable via the web 

server at the path /nagvis/ (protected by the Checkmk login by default). If the PHP packages of the 

host operating system are not patched, this constitutes a potential attack risk. 

2. Affected Products and Versions 
SPRECON-NDM 

3. Workarounds and Mitigations 
Patch the host operating system (recommended): Update the PHP packages on the Linux host 

(apt upgrade php* or dnf upgrade php*). This addresses the vulnerability at its root. 

 

Temporarily disable NagVis (immediate measure without reboot/OS patch): If patching the OS is 

not possible in the short term or NagVis is not actively used, the PHP component can be fully 

disabled per Checkmk site: 

• Step 1 
omd stop omd config set NAGVIS OFF omd start 

• Step 2 

o Check the site's internal PHP-FPM 
omd shell -- <site> 

ps aux | grep -i '[p]hp-fpm' 

exit 

o Stop and disable the host's built-in PHP-FPM 
systemctl stop php*-fpm 

systemctl disable php*-fpm 

o Verification 
ps aux | grep -i '[p]hp' 

→ No output expected 
curl -sk -o /dev/null -w "%{http_code}\n" https://<host>/nagvis/ 

→ Output: 404/403 
curl -sk -o /dev/null -w "%{http_code}\n" https://<host>/test.php 

→ Output: 404/403 

 

This stops any PHP content from being served via Checkmk and closes the attack vector. 
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4. Vulnerability Classification 
CVE ID: CVE-2026-109618 / CVE-2026-109619 

 

CVSS 4.0 Score: 9.2 (CRITICAL) 

CVSS Vector: CVSS:4.0/AV:N/AC:H/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N 

 

The CVE® programme identifies, defines and catalogues publicly disclosed cyber security 

vulnerabilities. Vulnerabilities are discovered, assigned and published by organisations from 

around the world that have partnered with the CVE® programme. (Copyright © The MITRE 

Corporation https://www.cve.org/Legal/TermsOfUse) 

 

CVSS is an open assessment framework that can be used to indicate the characteristics and 

severity of software vulnerabilities, whereby this is not a measure of risk. This standard is 

documented on the website https://www.first.org/cvss/. 

5. General Security Recommendations 
Sprecher Automation recommends compliance with common safety recommendations of general 

and industry-specific standards and norms. E. g.: 

• to restrict local physical access to authorised persons only 

• keeping the operating system and software up to date 

• using application whitelisting to restrict the execution of applications to those required for 

the operation of the system 

• testing updated versions in a test environment to verify normal operation of the system 

according to the project-specific configuration and hardware environment before 

installing the update in a production environment 

• that a disaster recovery plan is in place to reverse the installation of the update if 

unexpected problems occur in the production environment after the update has been 

installed 

6. Sprecher Automation PSIRT 
Sprecher Automation has a Product Security and Incident Response Team (PSIRT) to reduce risks, 

increase cyber security in products and resolve IT security incidents. If you or your company have 

found a cybersecurity vulnerability in Sprecher Automation products, please contact us at the 

functional address security@sprecher-automation.com. (If you need an S/MIME certificate for 

encrypted communication, you can send an email with the subject "Certificate Request" to this 

address). 

7. Document History 
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